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ABSTRACT
In this work we describe an approach to deal with systems
having at the same time probabilistic and real-time behav-
iors. The main goal in the paper is to show the automatic
translation from a real time model based on UPPAAL tool,
which makes automatic verification of Real Time Systems,
to the RAPTURE tool, which makes verification of proba-
bilistic systems.

Furthermore, this approach allows us to use the best tech-
niques developed in both tools (abstraction, refinement, state
space reduction, etc). Finally, this translation is applied to
verify a case study, the SET internet protocol.

Categories and Subject Descriptors
K.4.4 [Electronic Commerce]: [Security]; C.2.2 [Network
Protocols]: [Protocol verification]; D.2.4 [Software / Pro-
gram verification]: [Model Checking].

General Terms
Authentication Protocols and Model Checking.

Keywords
e-Commerce, Security, Authentication Protocols, System Ver-
ification and Model Checking.

1. INTRODUCTION
UPPAAL [11, 10, 2, 8] is a suitable tool to make auto-

matic verification of real time systems. But sometimes, it is
necessary not only to capture the timed behavior of systems.
We may need to introduce the quantified possibility for an
event to occur. Then, we need to describe the probabilistic
behavior of the systems. Actual tools to verify probabilistic
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systems have shown that it is necessary to develop new algo-
rithms to deal with real time problems. In this way, a tool
making automatic probabilistic verification is RAPTURE
[5, 6], which uses a model abstraction in order to deal with
the state explosion problem and a refinement technique in
order to improve the abstraction. But RAPTURE cannot
deal directly with clocks. Thus, it is not possible to use this
tool to handle at the same time with probabilistic and real
time behaviors.

Thus, an integration of both tools (UPPAAL and RAP-
TURE) would be helpful to solve this problem. A way to
do it could be to translate the verified UPPAAL models to
RAPTURE, and then we could verify its probabilistic be-
havior. However, as it is pointed out in [7], once the trans-
lation is made, we lose the timed references in the model.
Thus, we need a way to keep in our translated model these
references. As it is shown in d’Argenio et. al. in [9], an
integer semantics can be sometimes adequate to verify prob-
abilistic real time systems, if we are using forward reacha-
bility algorithms. Thus, we could translate the clocks in a
very easy way to Probabilistic Transition Systems, because
we could consider these clocks as integer variables. But this
is not enough; we need to simulate the delay transitions oc-
curring inside a location, i.e. the time that we can spend in
a location.

A tool that makes a direct translation between UPPAAL
and RAPTURE is P UPPAAL [7]. We will see in this paper
the theory of this translation, between Real Time Model
and Probabilistic Transaction Model, keeping the temporal
references. We also apply it to an interesting case study, the
internet protocol known as “Secure Electronic Transaction”
or SET for short.

To apply the Model Checking techniques to these kind
of protocols we need to fix the set of properties that the
protocol must satisfy. For example, we can specify prop-
erties such as “the system will never reach an erroneous
situation”. However, it is often vital that additional quan-
titative properties are established in order that the system
can be considered as correct. Such properties include real-
time requirements such as “a desired state will be reached
within 105 seconds” and probabilistic properties of the type
“a desired state will be reached with probability of at least
99% ”. But the goal is to verify properties joining real-time
and probabilistic requirements at the same time, such as “a



Figure 1: The UPPAAL architecture.

desired state will be reached within 105 seconds and with
probability of at least 99%”.

Thus, this kind of Model checking will allow us to check
the probabilistic and real-time behavior of security protocols
such as SET, without losing temporal references.

In the next section we will see the functionality of UP-
PAAL and RAPTURE. After that, we will deal with the
problem of translating from UPPAAL models (Hybrid Net-
works of Timed Automata) to RAPTURE models (Prob-
abilistic Transitions Systems) keeping the temporal refer-
ences. Finally we will see the SET protocol and how we can
check its probabilistic real-time behaviors.

2. UPPAAL AND RAPTURE
In this section, we will first see the architecture of UP-

PAAL and, afterwards, we will present the RAPTURE ar-
chitecture.

2.1 UPPAAL
The architecture of UPPAAL, shown in figure 1, is divided

in three main parts, i.e. the Editor, the Simulator and the
Verifier.

The Editor allows us to model the studied system. The
system is modelled as a network of Hybrid Timed Automata.
An Hybrid Timed Automaton consists of States and tran-
sitions between states, furthermore the model has variables
and clocks, allowing us to capture timed behaviors. How-
ever, it is necessary to add some constraints and synchro-
nizations. The constraints in UPPAAL are fixed by invari-
ants establishing how much time we can spend in a state,
and by guards enabling a transition. Finally, the synchro-
nization opens a channel between two transitions and allows
us to make these two transitions at the same time.

The Simulator makes simulations throw the modelled
system. With it we can check that our system satisfies the
expected behaviors.

The Verifier allows us to validate the model. In this way,
the user must first specify the properties that the model
must hold, by using a temporal logic. With this temporal
logic we specify properties such as “The model could reach
the finished state within five time units” or “We always reach
the finished state within five time units” or “The model is
deadlock free”. After the specification, we can check the

properties and, also, if the model does not satisfy a specific
property, we obtain a counterexample, i.e. a path where the
specific property does not hold.

2.2 RAPTURE
The system RAPTURE is described in terms of Markov

decision process [13], also called probabilistic transition sys-
tems (PTS). This model allows us to combine probabilistic
and non-deterministic steps providing a natural extension
to traditional non-deterministic models.

RAPTURE is focused on a restricted class of reachability
properties. These properties allow to specify that the prob-
ability of reaching a particular condition φf from any reach-
able state satisfying a given initial condition φi is smaller
(or greater) than a given probability p regardless of how
non-deterministic choices of the model are resolved.

RAPTURE is based on automatic abstraction and refine-
ment [6]. The basic idea is to use abstractions in order to
reduce the high cost of the numerical analysis involved in
computing the minimum and maximum reachability proba-
bilities for PTSs. The abstractions considered are obtained
via successive refinements, starting from an initial coarse
partitioning of the state space derived from the property un-
der study. For a given refinement the property is checked on
the induced abstract model, hopefully settling the property.
However, the verdict may be inconclusive, when threshold
probability p happens to be between the calculated mini-
mum and the maximum abstract probabilities. In this case,
the abstraction is further refined and the property checked
again. This process is successively repeated until either the
property is settled, or no further refinement is possible.

3. TRANSLATION
In this section we will see how we can translate timed au-

tomata from UPPAAL to Probabilistic Transition Systems
for RAPTURE without losing the temporal references.

By definition, a timed automata is a standard finite-state
automaton extended with a finite collection of real valued
clocks. Clocks are assumed to proceed at the same rate and
their values may be compared with natural numbers or reset
to 0. It is possible to extend the notion of timed automata to
include integer variables, i.e. integer valued variables that
may be compared to natural numbers or assigned to any
value of the form ax+ b where a, b ∈ Z and x is the variable
being reassigned. The model also allows clocks not only to
be reset, but also to be set to any non-negative integer value.

For further information see [10] where the UPPAAL model:
“Hybrid Networks of Timed Automata” are described in de-
tail.

3.1 Probabilistic Transition Systems
As it is pointed out in [6], Probabilistic transition systems

(PTS for short) generalize the well-known transition systems
with probabilistic information. In a PTS, a transition does
not lead to a single state but to a probability space whose
sample space is a set of states. The model we define is widely
used (see e.g. [1]) and it is also known as Markov decision
processes [13].

Let Distr(Ω) denote the set of all probability distributions
over the sample space Ω.

Definition 1. Probabilistic Transition Systems. A prob-
abilistic transition system (PTS for short) is a structure



T = (S,→) where S is a set of states, and →⊆ S×Distr(S)
is the transition relation. We write s → π for (s, π) ∈→.
A PTS is said to be a fully probabilistic transition systems
(FPTS for short) if s → π ∧ s → ρ ⇒ π = ρ. A rooted
PTS (resp. FPTS) (T, s0)is PTS (resp. FPTS) equipped
with an initial state s0 ∈ S. A PTS may be equipped with a
proposition assignment p : S → P(AP ), where AP is a fi-
nite set of atoms and P(AP )the set of propositional formula
on AP . We define |=⊆ S ×P(AP ) by s |= g iff p(s) ⇒ g is
a tautology.

We write s → whenever there is a π such that s → π;
otherwise, we write s 9. We let sup(π) = {s′|π(s′) > 0}.
We call s a sink state if s 9.

Let T = (S,→) be a PTS. A simple path in T is a fi-
nite sequence of states σ = s0s1s2 . . . sn, where for each
0 ≤ i < n there exists πi ∈ Distr(S) such that si → πi

and πi(si+1) > 0. Let σ(i) denote the state in the i-th po-
sition. Let |σ| be the length of σ and let first(σ) = σ(1)
and last(σ) = σ(|σ|). A simple path starting from s ∈ S

is a simple path σ with σ(1) = s. A state t is reachable
from another state s in T if there is a simple path in T with
s = first(σ) and t = last(σ).

A full path in T is a sequence of states σ being either
a simple path with last(σ) 9, or a infinite sequence. We
denote by s− paths(T ) and f − paths(T ) the sets of simple
paths and fullpaths in T starting from s. Let reach(T, s)
denote the set of all states reachable from s in T .

We now define a probability measure on the full paths
of a FPTS F . For any simple path σ ∈ s − paths(F ), we
define σ↑ = {π ∈ f − paths(F )|σ ≤ π} where ≤ is the
classical prefix order on sequences. Let F(F ) be the smallest
σ-fied on f − paths(F ) which contains σ↑ for each σ ∈ s −
paths(F ). Then for any state s of F , PF,s is the uniquely
defined probability measure on F(F ) such that for any σ =
s0s1 . . . sn ∈ s − paths(F ) such that si →F πi for all i, 0 ≤
i < n:

PF,s(σ↑) , if (s = s0)thenπ0(s1)·π1(s2)·. . .·πn−1(sn)else 0

We will write PF,s(σ) to denote PF,s(σ↑). Intuitively,
PF,s(σ) is the probability of σ in F starting from s.

3.2 Keeping temporal references
As we have seen before, the main difference between both

models are the clocks and probabilistic extensions over the
well-known transition system. Thus, in order to translate
from Hybrid Networks of Timed Automata to Probabilis-
tic Transition Systems, it is necessary to remove the clocks
from UPPAAL models, as it is pointed out in [7]. But in
this case, it is not possible to check properties consisting of
probabilistic and temporal references because PTS cannot
deal with clocks.

A possible solution is to translate the clocks to a common
part of both models, and both models work with integer
variables. Thus, the clocks could be considered as integer
variables, and then, we could reset or modify these clocks,
and also, we could use them in guards and in invariants as
before. From the semantic point of view this is correct, but
furthermore we must consider the operational point of view,
i.e. how the automaton may evolve. The system may evolve
using a delay transition or an action transition. There are no
problems when the system evolves by making action transi-
tions, despite we must check the guards that may use clocks.

But, if the system evolves by making a delay transition, the
clocks cannot evolve, i.e. no time is elapsed, owing to the
fact that they are now integer variables.

Therefore, we must consider a technique that allows the
system to simulate the passage of time. An approach to
deal with this problem, is to add a loop transition in each
node to increase the clocks. These new transitions do not
have any guards or synchronizations. But, each loop have
an assignment that increase all clocks, regardless of they are
global or local to one automaton.

Actually, the technique used in the translation is a “Inte-
ger Semantic”, which is valid as a basic model to be extended
with probabilities. The obtained output from the transla-
tion process will be the input for the probabilistic tools, after
adding the probabilistic extensions. Then, we can specify
and check properties with probabilistic and temporal refer-
ences.

4. AN E-COMMERCE STUDY CASE: THE
SET PROTOCOL

Electronic commerce became a buzzword as the informa-
tion society developed rapidly throughout the 1990s. Inter-
net has made e-commerce available to a wider user group,
notably smaller enterprises and households. Amongst the
business community the search for increased productivity
and efficiency is expected to lead to even more enterprises
adopting e-commerce as a way of doing business in the fu-
ture. Whilst an ever growing awareness of the opportunities,
technological developments in infrastructure and access de-
vices, and falling access costs will facilitate this, fears about
security and a lack of skills could hold it back. Therefore an
important goal in e-commerce is security [3, 14] and in or-
der to ensure it, the current society is spending an increasing
amount of research resources.

According to EITO estimates, e-commerce on the Internet
was valued at 172 billion EUR in 2001 in European Union,
close to 2% of GDP (Gross Domestic Product). In that way
safety errors on e-commerce could be very expensive. But
we can use system validation in order to avoid it [4, 15].
System validation is the process of determining the correct-
ness of specifications, designs and products. Furthermore, it
is a technique to support the quality control of the system
design. A technique that implements system validation is
Model Checking [12, 8]. Now, we will see how we can
apply this technique to a security protocol, but first we will
describe this protocol.

Secure Electronic Transaction (SET) is a system for en-
suring the security of financial transactions on the Internet.
It was supported initially by Mastercard, Visa, Microsoft,
Netscape, and others. With SET, a user is given an elec-
tronic wallet (digital certificate) and a transaction is con-
ducted and verified using a combination of digital certificates
and digital signatures among the purchaser, a merchant,
and the purchaser’s bank in a way that ensures privacy and
confidentiality. SET makes use of Netscape’s Secure Sock-
ets Layer (SSL), Microsoft’s Secure Transaction Technology
(STT), and Terisa System’s Secure Hypertext Transfer Pro-
tocol (S-HTTP). SET uses some but not all aspects of a
public key infrastructure (PKI). SET works in the following
way:

Let us assume that a customer has a SET-enabled browser,
such as Netscape or Microsoft’s Internet Explorer, and that



the transaction provider (bank, store, etc.) has a SET-
enabled server.

1. The customer opens a Mastercard or Visa bank ac-
count. Any issuer of a credit card is some kind of
bank.

2. The customer receives a digital certificate. This elec-
tronic file functions as a credit card for online pur-
chases or other transactions. It includes a public key
with an expiration date. It has been through a digital
switch to the bank to ensure its validity.

3. Third-party merchants also receive certificates from
the bank. These certificates include the merchant’s
public key and the bank’s public key.

4. The customer places an order over a Web page.

5. The browser of the customer receives and confirms that
the merchant is valid from its certificate.

6. The browser sends the order information. This mes-
sage is encrypted with the merchant’s public key, the
payment information, which is encrypted with the bank’s
public key (which cannot be read by the merchant),
and information that ensures the payment can only be
used with this particular order.

7. The merchant verifies the customer by checking the
digital signature on its certificate. This may be done
by referring the certificate to the bank or to a third-
party verifier.

8. The merchant sends the order message to the bank.
This includes the bank’s public key, the customer’s
payment information (which the merchant cannot de-
code), and the merchant’s certificate.

9. The bank verifies the merchant and the message. The
bank uses the digital signature on the certificate with
the message and verifies the payment part of the mes-
sage.

10. The bank digitally signs and sends authorization to
the merchant, who can then fill the order.

The set of participants in a SET protocol are represented
in figure 2.

Cardholder A cardholder uses a payment card that has
been issued by the Issuer. SET ensures that the in-
teractions of cardholder with the merchant and the
payment card information remain confidential.

Issuer It is a financial institution. It establishes an ac-
count for the cardholder. It also issues the payment
card. The Issuer also guarantees payment for autho-
rized transactions using the payment card.

Merchant The merchant offers goods or services in ex-
change for a payment. In order to accept payment
cards the merchant must have a relationship with an
Acquirer.

Acquirer A financial institution that establishes an ac-
count with a merchant and process payment card au-
thorizations and payments.

Figure 2: Participants in a SET protocol & their
Interactions.
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Figure 3: CardHolder Template.

Payment Gateway It is a device operated by an Acquirer
or a designated third party that processes merchant
payment messages, including payment instructions from
cardholders.

Brand Financial Institutions came up with payment card
brands in order to protect and advertise the brand. It
creates an atmosphere conducive to establishing and
enforcing rules for use and acceptance of their respec-
tive payment cards. It also provides a network to in-
terconnect the financial institutions.

Third Parties Issuers and Acquirers sometime assign pro-
cessing of payment card transactions to these third-
party processors. [16]

Once we have described the protocol, we can validate the
protocol with UPPAAL and RAPTURE, after translating
it.

4.1 Modelling, Validating, Translating and Ver-
ifying in UPPAAL and RAPTURE

To model this protocol in UPPAAL we have used the
formal description that is available at http://www.setco.org
[16, 17, 18]. In figures 3,4,5 and 6 we can see the main
processes involved in the protocol.

Then, we start by checking that the model we have con-
structed satisfies the expected behavior. This task is accom-
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Figure 4: Merchant Template.
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Figure 5: Certificate Authority Template.

init_Gateway Merchauthor_requested

Mercaucthor_processedMercauthor_responded

req_autor?

resp_autor!

Figure 6: Payment Gateway Template.

plished by simulation. Simulations are made by choosing dif-
ferent transitions and delays along the system evolution. At
any moment during the simulation, we can see the variable
values and the enabled transitions. Thus, we can choose
the next transition to be executed. But we have also the
possibility to make an automatic execution, and thus, the
system evolves by executing transitions and delays which
are selected randomly. Then, with respect to our model of
the SET protocol, our main goal in the validation phase is
to check the correctness of the message flow, taking into ac-
count the protocol definition. We have made a number of
simulations; and we have concluded that the system design
satisfies the expected behavior in terms of the message flow
between the Client and the Server.

To verify the protocol in UPPAAL we must establish
the properties that the model must fulfill. We have di-
vided these properties into three classes: Safety, Liveness
and Deadlocks. These properties are specified by means of
a Temporal Logic. The temporal Logic used by UPPAAL is
described in [10].

Safety Properties allow us to check if our model sat-
isfies some security restrictions. For example, if we have
two trains that have to cross the same bridge, a security
property is that both trains cannot cross at the same time
the bridge which is specified by: ∀�¬(Train1.crossing ∧
Train2.crossing) or
¬∃♦(Train1.crossing ∧ Train2.crossing)

In our case study the main safety properties are:

• A Merchant cannot start the identification process if
CardHolder has not started the identification process:

∀�CardHolder.RegisterRequested ⇒

Merchant.InitMercRequested (1)

• A Certificate Authority sends the registration form im-
mediately after the Merchant starts the identification:

∀♦(Merchant.InitMercRequested ⇒

CertificateAuthority.RegFormReceive) (2)

• A Payment Gateway cannot finish authorization if the
Merchant has not requested:

∀�Merchant.InitAuthority ⇒

PaymentGateway.MerchAuthorResponded (3)

Liveness Properties check that our model can evolve in
the right order. Returning to the train example, if a train
approaches the bridge, some time later, the train could cross
it: Train.approach → Train.crossed

Liveness Properties for our model are simple. If a Card-
Holder sends the message Register Request, some time later,
we must obtain the message Purchase Accepted. Translating
this into Temporal Logic we obtain:

CardHolder.RegisterRequested −→

CardHolder.PurchaseAccepted (4)



On the other hand, if a Merchant sends a registered re-
quest, some time later, the Certificate Authority sends a
certificate.

CertificateAuthority.RegisterRequested −→

CertificateAuthority.CertMercReceived (5)

Deadlocks are clear restrictions, which can be checked
by:

∀�¬Deadlock (6)

To translate the UPPAAL model to RAPTURE we have
used the technique that we have explained before and we
have modified it by adding probabilities. Finally, we have
verified a property that merge probabilistic and real time ref-
erences. This property is: “Is it possible to reach the state
Purchase Accepted from Register Requested within 1340 time
units with a probability greater than 70%?”. For this ques-
tion we have obtained a positive answer.

5. CONCLUSION
In this paper we have presented the translation between

the models used in the UPPAAL ant the RAPTURE tools.
We have seen the necessity to use new techniques in order to
make this possible. With this translation we have some ad-
vantages and some drawbacks. The main advantage is that
the used integer semantics allows us to check probabilistic
and temporal properties together. And the main drawback
is that the integer semantics is not adequate for some sys-
tems. Therefore, we must use these techniques in the proper
manner.

Furthermore, we have presented the validation and verifi-
cation of the SET Protocol. The properties verified ensure
the correct message flow. The verification techniques used
in this paper, not the translation, are not particularly novel,
and they have been used in some industrial and theoretical
use cases and protocols. Then we may ask ourselves why
incorrect protocols and software are still appearing. One
reason seems to be that protocol developers and developers
in general, are failing to learn from the mistakes of others.
Another reason and perhaps the most significant one, is that
they are usually unaware of formal techniques of verification,
or even they are applied incorrectly.

As future work we will develop a new tool in order to
model, validate and verify protocols and other systems. This
tool is called P UPPAAL [7]. It includes a new feature with
respect to UPPAAL, P UPPAAL models have capability to
work directly with Probabilistic Real-Time Systems, but as
shown before, it is necessary to implement new verification
techniques yet.
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